Skanowanie podatnosci systemow informatycznych K.Myslitski

UWAGA!!! W ramach ¢wiczenia sa wymagane loginy-hasla dostepu do Kali Linux OS,
SSH, OpenVas, IP-adresy skanowanych narzedzi. Ta informacja bedzie uzyskana od
prowadzacego podczas zajec.

Skaner podatnosci OpenVas pozwala na automatyzowang ocene podatnosci (vulnerability
assessment) i zarzadzanie podatno$ciami (vulnerability management). OpenVas dziala w sposob
podobny do dzialania cyberprzestepcy, co pozwala wykrywac tuki w systemach bezpieczenstwa przed
momentem ich wykorzystania przez hackiera.

System pozwala na wykrycie podatnosSci w dwdéch generalnych trybach:
* Skanowanie z uwierzytelnianiem
* Skanowanie bez uwierzytelniania

Skanowanie bez uwierzytelniania pozwala na wykrycie hostbw w sieci i podatnosci
uruchomionych ustug sieciowych.

Skanowanie z uwierzytelnianiem z kolei pozwala sprawdzi¢ wewnetrzng konfiguracje hostéw
i wykrywa¢ podatnosci w aplikacjach i oprogramowaniu, ktére nie zostaly uruchomione przez
administratora hosta.

Generalnie, System OpenVas zawiera:
* Bazy danych
* Kilientci

© OpenVas CLI

o Greenbone Security Assistant
* Serwisy:

© OpenVas Scanner

© OpenVas Manager

W Bazach danych sa umieszczone testy podatnosci oraz dane uzytkownikow i shuzbowa
informacja (wyniki testow, zaplanowane testy, parametry hostow (celi) do skanowania, loginy i t.d.)

OpenVas CLI pozwala zarzadzac¢ systemem poprzez zlozenie komand w wierszu polecenia
(terminatu)
Greenbone Security Assistant pozwala zarzadzac systemem za pomoca interfejsu webowego

OpenVas Scanner skanuje celi OpenVas Manager na podstawie polecen przekazanych

administratorem poprzez (OpenVas CLI lub Greenbone Security Assistant) zarzadza pozostalymi
elementami systemu. Organizuje wspoiprace pomiedzy elementami systemu.
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Celi ¢wiczenia:

Zapoznac sie z interfejsem OpenVas;

Nauczy¢ sie konfigurowac listy portow dla skanowania;

Nauczy¢ sie konfigurowa¢ parametry celi i skanowania;

Nauczy¢ sie planowac zadania dla OpenVas;

Zobaczy¢ réznice pomiedzy skanowaniem z uwierzytelnianiem i bez uwierzytelnianiem;

o Uk W=

Sprawdzi¢ podatno$¢ rzeczywistych systemow (dostepnych w laboratorium 204) za pomoca
OpenVas.

Laboratorium odbedzie sie w grupach dwuosobowych. Stanowisko laboratoryjne zawiera 2
komputery i 1 przelacznik Cisco.

Jeden komputer i Cisco sq wykorzystane dla testow. Drugi komputer bedzie speliat funkcje
skanera podatnosci.
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Uruchom OpenVas
# openvas-start

Uruchom przegladarke internetowa i polacz sie z portem 9392 na 127.0.0.1
Wpisz nazwe uzytkownika i hasto, nastepnie zaloguj sie.
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Backend operation: D.01s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, wew.greenbone.net
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Sprawdz aktualnos¢ baz danych. “Extras” -> “Feed Status”

A0~
Greenbone Security Assistant - Mozilla Firefox (O -]

4 Greenbone Security Assi X +

&« ¢ @ mp?cmd=get_feeds&token=4f€ - @ ¥y | Q search LN @D =
£¥ Most Visited [l Offensive Security S KaliLinux ", KaliDocs " Kali Tools @ Exploit-DB W Aircrack-ng "\, Kali Forums ' NetHunter @ Getting Started
Greenbone Refresh every 30 sec. v | Logged in as Admin admin | Logout ™
Security Assistant Thu Mar 28 17:43:22 2019 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help

ﬁ Feed Status

T e S [ S

NVT % v Greenbone Community Feed 201903281128 Current

EEuE 8 cves, “6 cres, "8 ovaL Definitions OpEnVAS. SCAL Feed 201903280000 Currsnt

CERT =8 CERT-Bund Advisories, | ® DFN-CERT Advisories OpenVAS CERT Feed 201903280100 Current
Backend operation: 0.13s Greenbone Security Assistant (GSA) Copyright 8 by Greenbone Networks GmbH, v

OpenVas skanuje celi na podstawie znanych list portow sieciowych. Zobacz ktére listy sa
dostepne:
“Configurations” -> “Port Lists”

Applications ¥ Places ¥ &) Firefox ESR v

Greenbone Security Assistant - Mozilla Firefox [— O <]

& Greenbone Security Assi X +
&« e o prcmd=get _listsRtoken=3e53e190- v @ | Q Search In @ =
£+ Most Visited ] Offensive Security & KaliLinux & Kali Docs &, KaliTools ‘. Exploit-DB W Aircrack-ng "% Kali Forums ‘& MetHunter @ Getting Started

GI’BEI.'IbOHE. Refresh every 30 Sec. ¥ Logged in as Admin admin | Logout .

Security Assistant Thu Mar 28 16:59:34 2019 UTC

Dashboard Scans Assets Secinfo Configuration Extras Administration Help

Lol 1t [5]%]2].4] &3 - -

0 first=1 sort=name

- ~

:)EJ Port Lists (10 of 10)

0of 10

1-10
Port Counts .

Actions
R R

All IANA assigned TCP 2012-02-10 5625 5625 0 BEco
All IANA assigned TCP and UDP 2012-02-10 10988 5625 5363 |mi |~]=] 4
All privileged TCP 1023 1023 0 |mi|~]={ 4
All privileged TCP and UDP 2046 1023 1023 B SIS
All TCP 65535 65535 0 BEcn
All TCP and Nmap 5.51 top 100 UDP 65634 65535 99 0 B had B3
All TCP and Nmap 5.51 top 1000 UDP 66534 65535 999 |mi |~]=] 4
Nmap 5.51 top 2000 TCP and top 100 UDP 2098 1999 99 |mi]~]=| 4
OpenVAS Default 4481 4481 0 |mi|~]={ 4
TCP dla Cisco 444 444 0 o |~ =] 4]
vApply te page contents v E1E3
(Applied filter: rows=10 first=1 sort=name) 1-100f 10
Backend operatior
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W ramach ¢wiczenia bedziemy skanowali przelacznik Cisco, komputery pod zarzadzaniem OS
Windows oraz Ubuntu Linux. Dla tych celéw bedziemy korzystac¢ z listy “All privileged TCP” oraz
wiasnie zalozonej listy.

Sklonuj dowolng lista protow sieciowych (przycisk D ) i skonfiguruj ja (przycisk ] )W
nastepny sposob:
nazwa: “TCP dla Cisco”.
Porty: TCP od 1 do 444.

Dla skanowania z uwierzytelnianiem OpenVas korzysta z dostepnych profili logowania.

Sprawdz dostepne profili logowania:
“Configurations” -> “Credentials”

Places ~ Thu12:00 ® &) O~

Applications ~
Greenbone Security Assistant - Mozilla Firefox [— O <]

4 Greenbone Security Assi X | +

<« ¢ o ® £ https://127.0.0.1:9392/omp?cmd=get_credentials&token=3e53e190-4f9¢ o @ % Q Search In 60

£+ Most Visited [Jj] Offensive Security "%, KaliLinux ", Kali Docs "\ Kali Tools . Exploit-DB Wy Aircrack-ng " Kali Forums ‘&, NetHunter @& Getting Started

Greenbone Refresh every 30 Sec. ¥ Logged in as Admin admin | Logout .
Thu Mar 28 17:00:29 2019 UTC

Security Assistant
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
(2] Filter: 1S]x]7]/] Ok N
rows=10 first=1 sort=name
. .
d Credentials (1 of 1)
1-1of1
name e o ecre e Tiogn — Jactom |
ubuntu up {username + password) No student [ |~ ]-»] ¥ ] 2]
VApply to page contents B0
(Applied filter: rows=10 first=1 sort=name] 1-10f1
Backend operation: 0.02s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, wwwi.greenbone. net

Zatoz nowy profil:
Nazwa: Ubuntu.
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Obejrzyj Celi do skanowania OpenVas:
“Configurations” ->"Targets”

Applications = Places ¥ & Fir S Thul2:00e A O~
Greenbone Security Assistant - Mozilla Firefox e 6 O
4 Greenbone Security Assi X | +
&« ¢ © ® £ https://127.0.0.1:9392/omp?cmd=get_targets&token=3e53e190-4f9e-4f v @ % | Q Search In @ =
£+ Most Visited [l Offensive Security S Kali Linux "\ Kali Docs "\ Kali Tools . Exploit-DB Wy Aircrack-ng “ Kali Forums & NetHunter @& Getting Started
Greer_'lbonq Refresh every 30 Sec. Logged in as Admin admin | Logout .
Security Assistant Thu Mar 28 17:00:43 2019 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
a8g Filter: [S1x]21] -

rows=10 first=1 sort=name

L_$J1'argets (3 of 3)
1-30f3
N S o T e | T R

Cisco 10.2.60.7 1 TCP dla Cisco jmi | ] ¥ ]
sosiad 10.1.1.14 1 All privileged TCP ) C hd B3
sosiad +55H 10.1.1.14 1 All privileged TCP SSH: ubuntu (o |~]»] 4]

vApply to page contents v (o) ¥
(Applied filter: rows=10 first=1 sort=name] 3

1-30f3

Backend operatien: 0.01s

Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Netwerks GmbH, www.greenbone. net

Zal6z nowe celi:
+ Nazwa "sosiad"
Port List: "All privileged TCP"

+ Nazwa "sosiad+SSH"
Port List: "All privileged TCP"
Credentials for authenticated checks: SSH: ubuntu

+ Nazwa "Cisco"
Port List: "TCP dla Cisco"
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Obejrzyj dostepne konfiguracji testow:
“Configurations” — “ Scan Configs”

Applications Places * &) Fire S| Thull:02e &0~
Greenbone Security Assistant - Mozilla Firefox e 6 O
4 Greenbone Security Assi X | +
&« ¢ © ® £ https://127.0.0.1:9392/omp?cmd=get_configs&token=3e53e190-4f9e-4f o @ % | Q Search In @ =
£+ Most Visited [l Offensive Security S Kali Linux "\ Kali Docs "\ Kali Tools . Exploit-DB Wy Aircrack-ng “ Kali Forums & NetHunter @& Getting Started
Greer_'lbonq No auto-refresh v Logged in as Admin admin | Logout .
Security Assistant Thu Mar 28 16:02:37 2019 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
gaan Filter: [S]%]7]/] e

rows=10 first=1 sort=name

e

LgJ Scan Configs (8 of 8)

1-80of8
Famites_[wve |
e .

Discovery

(Network Discovery scan configuration.) = 20 d 2721 el mi |~ ] ¥ |

empty

(Empty and static configuration template.) 0 e 0 =d L) el bl 63

Full and fast

(Most NVT's; optimized by using previously collected information.) — == — il — ksl 84

Full and fast ultimate 62 19689

(Most NVT's including those that can stop services/hosts; optimized by using previously collected information.) - - Eila it

Full and very deep i

(Most NVT's; don't trust previously collected information; slow.) 2 Ld 49689 d [Cltabdld

Full and very deep ultimate 62 19689

(Most NVT's including those that can stop services/hosts; don't trust previously collected information; slow.} — — o e bl B4

Host Discovery = . 2

(Network Host Discovery scan configuration.) s wd Cibsbald

System Discovery 5 29

(Network System Discovery scan configuration.) L (== L) el il 6.3
vApply to page contents v B

{Applied filter: rows=10 first=1 sort=name] 1-8of 8

Backend operation: 0.01s Greenbone Security Assistant (G5A) Copyright 2009 - 2018 by Greenbone Networks GmbH, wwwi.greenbone. net

W ramach ¢wiczenia bedziemy korzysta¢ ze zmienionej listy “Full and fast ultimate”.
Sklonuj listg “Full and fast ultimate” i skonfiguruj ja w nastepny sposob:
nazwa: “lab204”.

safe_checks = yes

Opcja “safe_checks = yes” blokuje mozliwos¢ wykorzystanie niebezpiecznych testow (testow
ktore moga doprowadzi¢ do awarii na skanowanym przez OpenVas systemu).
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Obejrzyj dostepny zadania OpenVas:
“Confluratlons — “Tasks”

Places ¥ @) Fir SR Thul2:01e f &) O~
Greenbone Security Assistant - Mozilla Firefox e 6 O
4 Greenbone Security Assi X ‘ +
(&) ¢ @ ® & hitps://127.0.0.1:9392/omp?cmd=get_tasks&token=3e53e190-4f9e-4f30 0o @ ¥ Q Search i B =
£+ Most Visited [l Offensive Security S Kali Linux "\ Kali Docs "\ Kali Tools . Exploit-DB Wy Aircrack-ng “ Kali Forums & NetHunter @& Getting Started
Greepbone. Refresh every 30 Sec. Logged in as Admin admin | Logout .
Security Assistant Thu Mar 28 17:00:59 2019 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
(2 < ][>} Filter: 1S]%x]?]/] Wd - 7
min_god="70 apply_overrides=1 rows=10 first=1 sort=name
l_JTasks (Lof 1) /]
Tasks by Severity Class (Total: 1
"] Medium 1l pone
I . No Tasks with High severity found

o Jon |

windows10 1(1) Mar 28 2019 DDAESO
VApply to page contents B0
(Applied filter: min_ged=70 apply_overrides=1 rows=10 first=1 sort=name) 1-10f1
Backend operation: 0.01s Greenbone Security Assistant (GSA) Copyright 2009 - 2018 by Greenbone Networks GmbH, www.greenbone. net

Zal6z nowe zadania:

+ Nazwa: "Windows10"
Scan Targets: "sosiad"
Scan Config: "lab204"

+ Nazwa: "Ubuntu"

Scan Targets: "sosiad"
Scan Config: "lab204"

+ Nazwa: "Ubuntu+SSH"
Scan Targets: "sosiad+SSH"
Scan Config: "lab204"

+ Nazwa: "Cisco"
Scan Targets: "Cisco"
Scan Config: "lab204"
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Zademonstruj konfiguracje prowadzacemu.

Uruchom Windows10 OS na komputerze sosiada.
Uruchom zadanie “Windows10”.

1) Ile podatnosci zostalo wykryte?
2) ile czasu zajal test?

Uruchom Ubuntu OS na komputerze sosiada.
Uruchom zadanie “Ubuntu”.

1) Ile podatnosci zostalo wykryte?
2) ile czasu zajal test?

Uruchom zadanie “Ubuntu+SSH”.

1) Ile podatnosci zostalo wykryte?
2) ile czasu zajal test?
3) jaka jest roznica w porownaniu do testu "Ubuntu"

Uruchom zadanie “Cisco”.

1) Ile podatnosci zostalo wykryte?
2) ile czasu zajal test?
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OpenVas analizuje poziom zagrozenia kazdej podatnoSci oraz prawdopodobienstwo
poprawnego wykrycia (jako$¢ wykrycia) - parametr QoD.

Applications Places * &) Firefox ES Thul2:01® A O~
Greenbone Security Assistant - Mozilla Firefox [— O <]
£ Greenbone Security Assi X +
& [ ® B https://127.0.0.1:9392/omp?cmd=get_report&report_id=be788a5¢-fa26 - @ Search In @ =
£+ Most Visited ] Offensive Security S KaliLinux S Kali Docs , KaliTools ‘. Exploit-DB Wy Aircrack-ng " Kali Forums “ MetHunter @ Getting Started
Greenbone Logged in as Admin admin | Logout
Security Assistant Thu Mar 28 17:01:13 2019 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
| Anonymous XML ~ il Done | Filter: [5]%]?]4] o - T
ts_only=1 first=1 row
( I 1D: be78Bakc-fa26-4d99-B03-22d4e%ed377d
QJ Modified: Thu Mar 28 17:00:51 2019
L e Report: Results (1 of 12) Created: Thu Mar 28 16:58:48 2019

Qwmer: _admin

Vet clm_m

DCE/RPC and MSRPC Services Enumeration Reporting 80% 10.1.1.14 (komp14.lab204.local) 135/tcp

(Applied filter.autofp=0 apply_overrides=1r

esult_ho!

ly=1first=1r

1-1ofl

Backend operation: 0.14s Greenbone Security Assistant (G

2018 by Greenbone Networks GmbH, wenw.greenbone. net

A0 O~
Greenbone Security Assistant - Mozilla Firefox [— O ]
& Greenbone Security Ass: X | +
&« c @ ompZcmd=get_result&result_id=3021d11f-¢ 8- 9% Search In @ =
£* Most Visited [JJ] Offensive Security N KaliLinux ", KaliDocs "\ KaliTools . Exploit-DB Wy Aircrack-ng “, Kali Forums &, NetHunter @& Getting Started
Greer:lbong Logged in as Admin admin | Legout =
Security Assistant Thu Mar 28 17:01:19 2019 UTC
Dashboard Assets Secinfo Configuration Administration
Hil e
s ‘ D: 3021d11f-901-42a5- blac-Bbed2913e470
%J Created: Thu Mar 28 17:00:16 2019
L Result: DCE/RPC and MSRPC Services Enumeration Reporting e Th Mar 26 170018 2019

e R e e

DCE/RPC and MSRPC Services Enumeration Reporting 80% 10.1.1.14 135/tcp
Summa

Distributed Computing Environment / Remote Procedure Calls {(DCE/RPC) ar MSRPC services running on the remote host can be enumerated by connecting on port 135 and doing the appropriate gueries
Vulnerability Detection Result
Here is the list of DCE/RPC or MSRPC services running on this host via the TCP protocol:

Port: 49664/tcp

UUID: d95afe7®-a6d5-4259-822e-2c84dalddbed, version 1
Endpoint: ncacn_ip tcp:10.1.1.14[49664]

Port: 49665/tcp

UUID: 3a9ef155-691d-4449-8d65-09ad57031823, version 1
Endpoint: ncacn_ip tcp:10.1.1.14[496651

UUID: 86d35949-83c9-4044-b4a24-db363231fdAc, version 1
Endpoint: ncacn_ip tcp:10.1.1.14[496651

Port: 49666/tcp
UUID: fé6beaff7-1el9-4fbb-9f8f-b89e2018337c, version 1

Endpoint: ncacn ip tcp:18.1.1.14[49666]
Annotation: Event log TCPIP
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wartos¢ QoD — zalezy od sposobu wykrycia:

teoretycznie, jest mozliwo$¢ podatnosci - (1%)

zostala wykryta podatna wersja oprogromowania — Sredni QoD - (80%)

sukcesem zostalo skonczone wykorzystanie gotowego eksploitu dla wykrytej podatnosci —
wysoki QoD (100%)

Szczegoty sposobu wykrycia podatnosci sa dostepne w "Vulnerability Detection Method" w opisaniu
podatnosci.

Applications = Places ¥ ®&) Firefox ES Thul2: 01l e
Greenbone Security Assistant - Mozilla Firefox (- < ]

£ Greenbone Security Assi X +
< c @ ® & https://127.0.0.1:9392/omp?cmd=get_info&info_type=nvt&info_id=1.3.6 = @ v¥| Q Search In @ =
£+ Most Visited ] Offensive Security & KaliLinux & Kali Docs &, KaliTools ‘. Exploit-DB W Aircrack-ng "% Kali Forums ‘& MetHunter @ Getting Started

Greenbone Logged in as Admin admin | Logout =

Security Assistant Thu Mar 28 17:01:43 2019 UTC

Dashboard Secinfo Configuration Administration

(7)1 =] b
( ‘ D: 1.3.6,1.4,1.25623.1.0.10736

Medified: Tue Jun 13 07:06:12 2017
Created: Thu Jan 12 14:08:04 2017

k’%J NVT: DCE/RPC and MSRPC Services Enumeration Reporting

Config:

Family:  Windows

0ID: 1.3.6.1.4.1.25623.1.0.10736
Version:  $Revision: 6319 §

Notes: o

Overrides: 0

Show scan results for this NVT

Summary

Distributed Computing Environment f Remote Procedure Calls (DCE/RPC) or MSRPC services running on the remote host can be enumerated by connecting on port 135 and doing the appropriate queries.
Vulnerability Scoring

CVSS base: lo |
CV55 base vector: AV:NJAC:L/AUN/C:P/I:N/A:N

Vulnerability Detection Method
Quality of Detection: remote_banner (80%)

Impact

An attacker may use this fact to gain more knowledge about the remote host.
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OpenVas jest zdolny dla automatycznego uruchomieniu zaplanowanych testow. Obejrzyj
zaplanowane testy:
“Configurations” -> “Schedules”

Zatoz nowy dowolny zaplanowany test.
Zaltoz nowe dowolne zaplanowane zadanie.

Zademonstruj konfiguracje prowadzacemu.

OpenVas pozwala oceni¢ tendencje zmiany poziomu bezpieczenstwa. Kolumna "Trend" w:
“Configurations” — “Tasks”.

Uruchom znowu test Windows10.

1) jak sie zmienil Trend?
2) dlaczego?

Zahamuj OpenVas:

# openvas-stop
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